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aontinanssuiuy Cloud Fosdl
Sunulaiioania 250 Users
FEUUUIMTIANIIIINETUNAN
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fudlunuu Physical, Laptop,
Server, Virtualization Tuguuuu
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2.1

snn 1 Bwa psdoyadaselul
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- Malware outbreak

- Update Avaitabie

- License Expires

- Antimalware Event
Wimsdansldtmaivuauwes
Tuguuuy Https Tuslarea ses3u
A9y Browser dsteluil
Internet Explorer 9+, Mozilla
Firefox 14+, Google Chrome 15+,
Safari 5+
spuufasanunsndsgUuuusisanuld
TnedslufRnugiweiswualy
waysenudanasvisagnaauniy
sunuuresmMsTiudauuy Zip ldds
filwd PDF way CSV gniudnnglu
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2. Security for Endpoint (syuudasiulfa
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- Server operating systems:
Windows Server 2012 RZ,
Windows Server 2012, Windows
Small Business Server {SBS) 2011,
Windows Small Business Server
(SBS) 2008, Windows Server 2008
R2, Windows Server 2008,
Windows Small Business Server
{SBS) 2003, Windows Server 2003
R2, Windows Server 2003 with
Service Pack 1, Windows Home
Server

- Red Hat Enterprise Linux /
CentOS 5.6 or higher Ubuntu
10.04 LTS or higher SUSE Linux
Enterprise Server 11 or higher
OpenSUSE 11 or higher Fedora
15 or higher Debian 5.0 or higher
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Amazon Linux AMI
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(Network Discovery) #3auuy &4
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@u3nYNIATIITU Matware
Ussivdsraluile 1hda, Insdy,
worm, rootkit , phishing , Adware,
Key logger Wuneatioy
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{Ransomware Vaccine)

Hauaseuy anunsadoniinysims
aulnid (Delete) Arosaaduindu
a¥a vide anwsadndulwd
(Quarantine)fifosasdels
FRsEnITmUARERSAluMT
Haafumsnaunsanieiusunsula
aunsadmanguteyaweuiiada
514918 web Management
console 1HuTa dwanaIuNIg
wnesitaglusruueaiadedeiuld
Taeaunsndontivue Lefes
domaiuvieldidesemis
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2.10 QIR IInULa sl Faenunsavihnis

wdadoulldegauassuunms
Sudld Inedaluel® lneannse
AualiEtAuInnIY 1 email

2.11 gmnsavinsfiiulng (Restore)

o Qs a4 . e/
TWdngniindu (Quarantine) nduly
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3. GravityZone Security for Endpoint
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3.1 awnsohnienfussuuUFuRms
- Workstation operating systems:
Windows 10 TH2 Windows 10 (1)
Windows 8.1, Windows 8,
Windows 7, Windows Vista with
Service Pack 1, Windows XP with
Service Pack 3,
7~ Mac OS X El Capitan (10.11x),

/ Mac OS X Yosemite (10.10.5) ,
Mac OS X Mavericks(10.9.5) Mac
0S X Mountain Lion (10.8.5)

3.2 5993Un1SBaRUsHATLRY
TUsunsuusmsIanisanalunata
(Network Discovery) ¥3alUU#d
iy email viodaraes Tngtding
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2.3 gansavinIngaady Malware
smnndaaluile e, Tnsty,

worm, rcotkit, phishing, Adware,
Keylogger \Dupgreoy

3.4 ffaitulumsisefimavinauees
Ransomware iftatlasfulilvaie
rnademeiuipsedls
{Ransomware Vaccing)
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Uaeadty el lnedly
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311 Management Console Wiau
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- IP address maam‘%’laﬂgﬂﬁéwﬁms
Wasuwas
- Gateway address %Mﬂ%@ﬂ%ﬂ
PrefinsiFouua
- DNS server maam’%a&gﬂﬁwﬁmi
WaesLua
- JUuuumsidensiessuuiAiet
/ finsludsundas W Wasuan
LAN Tl497u wireless LAN 1usiu
3.18 aﬁmsmmaQ%’mi@u??"m%’aﬁi%muagj
roumsAndsiael I8litesndn 10
¥iin wonsnonneuneudnda ey
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3.19 anshsevihnisaunugunsalionas
{(Removable device) uay network
drive 1§
3.20 dwalulainsaunusgtslos
fwialud
- Local scan: msaunulagld
ninensiflegluiniosmouinmes
i
- Hybrid scan: msaunulaeande
p¥nennsilesduiicuaionald
cloud security Tunistmeaunu
- fwalulad Fingerprinting lWéfie
Linsawnudnlvdifiy uiazvh
msaunuEMSulvdluinagnga
finmsdwenvSalvdinlia
3.21 annsoeygwlvltaumselilald
nugunIsisievisdman External
storage, internal storage,
Bluetooth, Network adaptor,
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\esgnanauuudasy (Stand Alone)

4.1 hilusunsutiestuladafiatiuayy
nainUEsEUUUgURnS
Fastoludl Microsoft
WindowsXP/Vista/7/8/8.1/10 14
Wusdnaten

4.2 awnsadesiu Malware #i139) 191
wUY Proactive "Ed;ﬂ o Viruses,
Spyware, Trojans, Worms, Adware
wae Root kits Tagliivhlieadas
Aaufamesdias WianonuIIAIY
wugldnunoniames

4.3 awnsadeiiunariidn Matware
e IdRawuy Real-time file

system protection Baglhuy
OnDemand Scanning
4.4 MM Insveeu Malware 1aes
7%l
- av1vdeulageAN1T91989n
o . <
Frutayauuu Definition 138

Signatures
- asvaeulngonfaniTiesen
woAnTsuUkUY Heuristics Way
Advanced Heuristics

4.5 #@13n0RT999U Potentially
Unwanted Applications wag
Potentially Unsafe Applications
1a

4.6 @WN3aNTINEDUAUANAINIINTNG
Suwmadidnuaydiudaiiunig
Protocol HTTP, HTTPS, POP3,
POP3S, IMAP uag IMAPS

4.7 aunsansradusivnnaiun Media
Kai Local Drives, Removable
Media, Networks Drives

4.8 aunsansredeulidnadedulnl
rmnlnddudals Faldud Self-




extracting files &g Runtime
packers

4.9 TsvuuTntumslaniingldvadw
woelUsunInYTEENA (Exploit
Blocker)

4.10 anu1satoany Phishing Ta

4.11 ﬁsswmiﬂumms}mmﬁﬁguge i
as1eduauildmatianasToudd
futfou (Advanced Memory
Scanner)

4.12 ﬁiu@a’luﬂﬁmmu?}méh%'aﬁ
A0 U Microsoft
Outlook, Outlook Express ilay
Windows Mail l&AdaSosgnee
JGELER

4.13 fi53UY Host Intrusion Prevention

System Lagsyuy Self-defense

/ wietlaafusanalonfiszuuld

4.14 filuga Document Protection e
Hoaulh$adalwdionars Microsoft
Office

a.15 fhedesiielunisadiausiy Boot CD
Weaunuuazidali¥auensyuy
UfURnsla

4.16 fwaluladlunsnsaaoy Process
ﬁ%’uag’imswﬁwﬁm”mlﬁaﬂmaﬁw
aruineanuvassiyluszeule
Ingny19aauINgTUloyavDIlHEn
Tusunsudesiulida (Cloud-
powered scanning)

4.17 a0y Web Filtering llng
asariavun URL fideants Block
TaisfpanmsTigldanaddale uae
#7156 Exclude URL filigiasnnsTs
TWsunsudestuliSaaunula

4.18 aansassrmsiarulunsieams
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laildFusygnaBsunasmsse
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4.19 ansadwemgudeysliyaves
TUsunsulalpedrludd wavanunsa
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Tusunsula

4.20 gnansavhmvaunuldasnisly
Quarantine & nSwan 1ito
asteaaulEtnAulAEnaYs

4.21 @N1TOAUANNSLEIU
Removable Media 1¢ Tnganinsn
581 Device 1D 999 Removable
Media ua¥inns Blocked, Read-
only tay Read-write 16

4.22 gansaynms Rollback g1udeya
T¥alélunsdindamiieatu
Jrudeyalida

4.23 §iflaridu Presentation mode e
Uansviheuasauieietou-ow

wenwandunuLiuee
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winsrpuimoilulusunsudioatu

[REGIGE gﬁamﬁmmzﬁagaﬁ

{Diagnostic tool)

4.25 gansnafuayun Tty
Microsoft NAP 141

4.26 fiauanusalun1sasIvEey
Patch 989 Windows FidlaildRnms
Swian uasudafiou Patch flu
TUsunsutasdulnals

4.27 Tsunsudsaaninsnasng
Application memory dump el
lunmsasasaulymls

4.28 ansavin Update Server it
Tusnsnsswavie 1y
HTTP/HTTPS wazanunsayin
Authentication (saeazgun
SuLanie

4.29 fowumssusosaziiuiusesnin
ICSA Lab way West Coast Lab

4.30 \Durdninusilasuseta VB100
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5.1 @wnsadndainuuy
3xuuﬂﬁﬁﬁﬂﬂiﬁ@@iﬂﬁ%‘j Microsoft
Windows Server 2003/Server
2008/Server 2012 way Microsoft
Windows Smatl Business Server
2003/2008/2011 Iédustinadon

5.2 gunsausnmsdnnnsldtnaiu
Us1:993 (Web Console)

53 @unTanitdey inventory U84
winagningl#iedl Computer
Name, 1P Address ,MAC Address
ugy Operating System &
Wupdaley

Arsaueiive’ eguanisyinau

YoaLA3BIgNIBILY Real Time I

i afturesgudeyalta,
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5.8 awnsadedayaluiiulivugudoya
MSSQL way MYSQL T¢f
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Blua wagSNMP Trap

5.11 awnsadeusaify Active Directory
Tneldiuslmmoa LDAP @

5.12 {I Dashboard ifeusiimeiaaue
A el

5.13 @1113VINIIUTRITIANNS
Quarantine TadiAdsagnieviamn
e

5.14 gwnsnesnsenududulda wie
winafinh$anniian 1Wusu 14

5.15 gnsass Schedule Tunsean
Meuarddwdluddauassuy
@

5.16 N139AYNTIEY @nsadien
Payaveninleiluguinuures CSV
Format, PDF Format kay PS

Form

gj s ﬁ‘{ 1
USDFIAT SMTP Wieldtunisas
Sudludedguassuy
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LTS

wilaldng 80 Users
AL Suite and Enterprise CAL

Suite

The Core CAL Suite is equivalent fo
the following licenses:

- Windows Server CAL

- Microsoft SharePoint Server

Standard CAL

- Microsoft Exchange Server Standard

- CAL

~ Microsoft System Center

Configuration Manager Client

Management License

- System Center Endpoint Protection

(antivirus client and subscription

service)

~ Microsoft Lync Server Standard CAL
The Enterprise CAL Suite is equivatent
to the following licenses:

- All of the components of the Core




CAL Suite {listed above)

- Exchange Server Enterprise CAL with
Services®

- Exchange Online with Archiving for
Exchange Server

- SharePoint Server Enterprise CAL

- Lync Server Enterprise CAL

- Windows Server Active Directory
Rights Management Services CAL

- System Center Client Management
Suite

- System Center Operations Manager
Client Management License

- System Center Service Manager
Client Management License

- System Center Data Protection

Manager Clight Management License
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4. AeeEnusniaAnsluniiiesa Office
Professional Plus Wausuiudnsails




