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2.ABndne wiaiden Open Network and Sharing Center

Not connected

dﬂg Connections are available

Dial-up and VPN

Aventail VPN Connection
Wireless Network Connection
SKRU-802.1X
KMUTT_WIF1
krnutt-WiFi-EXC
kmutt-WiFi-MTA
kmutt-WiFi-SBT

kmutt-wifi

3 7ut 619 Network and Sharing Center aang1atdan Manage wireless networks

NILAUL85ID

Control Panel Home . « § 3 ;
View your basic network information and set up connections

| | Manage wireless networks & ®x ‘ ’D See full map
S e CRYSTALLIGHT Internet

Change advanced sharing (This computer)
settings

View your active networks Connect to a network
You are currently not connected to any networks.

Change your networking settings

ﬁ. Set up a new connection or network
-

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or
access point.

Connect to a network

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

Choose homegroup and shaning options

Access files and printers located on other network computers, or change sharing settings.

See also
Troubleshoot problems
HomeGroup

Infrared

ebwork b,

Diagnose and repair p , or get bleshooting inf

Internet Options

Windows Firewall
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4.pan% Add 1ie Add a wireless network

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

Adapter properties  Profiletypes  Network and Sharing Center

dd 2 wireless network

1““! Ditems

5.A8N7 Manually create a network profile

-
| ' Manually connect to a wireless network

How do you want to add a network?

A« Manually create a network profile

“R®. This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (SSID) and
security key (if applicable).

A Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection
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6 whenalvnsaeAng

Network name: SKRU-802.1X  *(lgenwsdasiumnlng)
Security type: WPA2-Enterprise

Encryption type: AES

Aan Next

Enter information for the wireless network you want to add

Network name:  SKRU-802.1X

Security type: | WPA2-Enterprise ']

Encryption type: | AES '}
=

Security Key: Hide characters

[¥] Start this connection automatically

Connect even if the network is not broadcasting
Warmning: If you select this option, your computer’s privacy might be at risk.

U ¥ Manually connect to a wireless network
i

Successfully added SKRU-802.1X

= Change connection settings
Open the connection properties so that [ can change the settings.

Close
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8.7mtI 619 SKRU-802.1X Wireless Network Properties 1d8n witu Security uagsaasadl
Security type: WPA2-Enterprise
Encryption type: AES

SKRU-802.1X Wieless Network Propesies

| SKRU-802.1X

Choose a network authentication Method! e———
[Mncrosoﬂ: Protected EAP (PEAP) VJ | Settings ]

[V]Remember my credentials for this connection each
time I'm logged on

9.1 Choose a network authentication method Aaneeil Settings me%awmagﬂwﬂﬁ

Validate server certificate 8an 7 Select Authentication Method aanf Configure

Protected EAP Properies

When connecting:
I ™ validate server certificate I

Connect to these servers:

1[;‘7 AddTrust External CA Root ||

| ] Class 3 Public Primary Certification Authority

Ly |

;r DigiCert High Assurance EV Root CA
’ J DST Root CA X3

| Entrust.net Certification Authority (2048)

} "] Entrust.net Secure Server Certification Authority

| [T Equifax Secure Certificate Authority -

< " »

L
l

Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:
[Seawred password (EAP-MSCHAP v2) v | | configre... |

[V Enable Fast Reconnect
|| Enforce Network Access Protection

|| Disconnect if server does not present ayptobinding TLV
[7] Enable Identity Privacy
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10.me%wmagﬂwﬁw Automatically use my Windows logon name and password

(and domain if any) 88n LaIAdn OK

[ EAP MSCHAPY Properte:

When connecting:

F r]MomdicalyusemyW’ndwsbqonnmeand

* password (and doman f any).

]|

-_—— e

11.A80 OK Lienaugnisnam

Protected EAP Piopertes

\When connecting:
[} validate server certificate

Connect to these servers:

| "] Class 3 Public Primary Certification Authority

[E
| [7] DigiCert High Assurance EV Root CA

[7] DST Root CA X3

[7] Entrust.net Certification Authority (2048)

[ Entrust.net Secure Server Certification Authority
[”] Equifax Secure Certificate Authority

< m

Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:
Seaured password (EAP-MSCHAP v2) v} [ Configure... 1

|| Enable Fast Reconnect
|| Enforce Network Access Protection
|| Disconnect if server does not present cryptobinding TLV

[7] Enable Identity Privacy

|l o 1‘|Lcm )
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12.A@n1aen Advanced settings

SKRU-802.1X Wireless Network Properties E
Security

Security type: [wPa2Enterprise -|

Encryption type: [.ﬂ\ES v]

Choose a network authentication method:

[Microscf’t: Protected EAP (PEAF)

v] [ Settings ]
Remember my credentials for this connection each
time I'm logged on

I[ Advanced settings ]I

OK ] [ Cancel

13.:1gvan1s AIA1 Advanced settings Tildenites Specify authentication mode wagidan

nstudusmudunuy User authentication fadiaena

Advanced settings u
802, 1X settings

Spedfy authentication mode: I

iLJsar or computer authentication 'I Save credentials
User or computer authentication
ompuUter guthnenucagon
|User authentication
Guest authentication
["]Enable single sign on for this network

@ Perform immediately before user logon
Perform immediately after user logon

Maximum delay {seconds): 10 =
Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

[ OK. ] [ Cancel
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14 98991n83Auan 1ARan Save credentials [ensen username wag password

ra
Advanced settings M
e e—
802.1X settings | 802. 11 settings
Specify authentication mode:
[User authentication b Save credentials ]
Delete credentials for all users
1
' [T] Enable single sign on for this network
(@) Perform immediately before user logon
Perform immediately after user logon
Maximum delay (seconds): 10
| Allow additional dialogs to be displayed during single
sign on
| This network uses separate virtual LANs for machine
and user authentication
[ ok [ cancel |
. _J)

15.1d Username wag Password
=

nIAIYAAINT

Username: username.sur (¥8.U10@NANTYISINGYUDIYAAINT)

Password: **xxxxxxsss  (se5aeing5g N unUNITEUSURIAUNILIITD ATUUU)
= v

AsAlUNANEI

Username: 60x0000axx (SPaun@ne)

Password: ******xxxx (| q9:7;5U5891AU T2V 1UW)

Twiruoeet sty

MNetwork Authentication
Please enter uter credentislk

Illl [usernamesur |
aEEREE |

i
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16.05UNFBINTUNENNNSITBUABLMARNT Disconnect

Currently connected to:

= SKRU-802.1X

Internet access

Dial-up and VPN

Aventail VPN Connection 7

Wireless Network Connection ~
SKRU-802.1X  Connected |

l_m
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